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1 Privacy Impact Assessment

1.1 Summary of Results of the Privacy Impact Assessment
A review indicates that National Recreation Reservation Service (NRRS), a major application, does store information subject to the Privacy Act.  NRRS must store such information to perform its function of campground reservation and remittance collection for public access to all Forest Service and other federally-owned campgrounds.  Because information such as names, addresses and credit card numbers are stored, substantial safeguards are in place to ensure the information remains secure and is used only for the intended purpose.  These safeguards include: firewalls; data encryption for selected sensitive fields; and highly restricted access policies, both physical and electronic.
USDA PRIVACY IMPACT ASSESSMENT FORM

Agency: Forest Service
System Name: National Recreation Reservation Service (NRRS)
System Type: Major Application
System Categorization (per FIPS 199): Moderate

Description of the System:

NRRS is a web based inventory management system that allows end users, government recreation employees and call center agents to search for, reserve and enter payment information for camp sites through a web browser.  It is implemented as an interagency recreation portal providing campground/tour reservation services and trip planning information for Federal recreation sites.  It is part of the Recreation One-Stop “e-gov” initiative, implementing the President’s Management Agenda for Electronic Government.  The NRRS consolidates recreation-related reservation and trip planning services for the Corps of Engineers, Forest Service, National Park Service, Bureau of Land Management, and Bureau of Reclamation at a web portal (Recreation.gov).  
The operating infrastructure consists of several clusters of enterprise-class servers located in Ballston Spa, New York connected via multiple firewalls to the Internet.  NRRS uses a collection of both commercial and Open Source software (J2EE) to provide secure application functionality in thin client format to the end user.  Access to the application is provided via the public Internet using HTTP switching to SSL for protection when entering sensitive information.  NRRS is developed and operated by Reserve America and provides service to participating federal recreation agencies within the United States.  The system has a fully functioning hot standby system running, mirrored 24X7, at a secured disaster recovery site approximately 350 miles away in Ontario, Canada.
Who owns this system?  (Name, agency, contact information)

Name: James S. Bedwell

Director Recreation, Heritage and Volunteer Resources, USFS
Sidney R. Yates Federal Building 

201 14th Street, SW 

Washington, DC  20024 
202-205-1706
jbedwell@fs.fed.us
Who is the security contact for this system?  (Name, agency, contact information)

Joel Brooks

Director Technology Operations

Reserve America

2480 Meadowvale Blvd. Suite 120

Mississauga, ON, L5N 8M6

905-286-6600 x5700

jbrooks@reserveamerica.com

Who completed this document?  (Name, agency, contact information)

Martin Terwilliger

FuGen Technologies

6001 Montrose Road, Ste. 640

Rockville, MD 20852

Martin@Fugen.com
240-731-5130
DOES THE SYSTEM CONTAIN INFORMATION ABOUT INDIVIDUALS IN AN IDENTIFIABLE FORM?

Indicate whether the following types of personal data are present in the system.
	QUESTION 1

Does the system contain any of the following type of data as it relates to individual:
	Citizens
	Employees

	
Name
	Yes
	Yes

	
Social Security Number
	No
	No

	
Telephone Number
	Yes
	No

	
Email address
	Yes
	No

	
Street address
	Yes
	No

	
Financial data
	Yes
	No

	
Health data
	No
	No

	
Biometric data
	No
	No

	QUESTION 2

Can individuals be uniquely identified using personal information such as a combination of gender, race, birth date, geographic indicator, biometric data, etc.?

NOTE: 87% of the US population can be uniquely identified with a combination of gender, birth date and five digit zip code

	Yes
	No

	Are social security numbers embedded in any field?
	No
	No

	Is any portion of a social security numbers used?
	No
	No

	Are social security numbers extracted from any other source (i.e. system, paper, etc.)?
	No
	No


If all of the answers in Questions 1 and 2 are NO,[image: image4.wmf]
You do not need to complete a Privacy Impact Assessment for this system and the answer to OMB A-11, Planning, Budgeting, Acquisition and Management of Capital Assets,

Part 7, Section E, Question 8c is:

3. No, because the system does not contain, process, or transmit personal identifying information.

If any answer in Questions 1 and 2 is YES, provide complete answers to all questions below.
DATA COLLECTION

3. Generally describe the data to be used in the system.

Customer:  Names; addresses; phone numbers; credit card numbers, exp. dates and security codes; reservation location, date and time; reservation account username and password; user email; amount charged; check-in date/time/place.

NRRS contains information about individuals who make reservations providing for:

· Creation of a personalized user profile containing transaction and payment information pertaining to current and previous reservations,

· Submission of inquiries about recreation sites managed by the partner agencies

· To “Opt in” to obtain further information. 

· Provide information via online forms, contacts to call centers, or in person to campground/tour staff at field stations. 

Employee, Other (park attendant):  Name, username and password, place of work

· NRRS contains information about data managers who are responsible for maintaining the data about recreation sites (primarily availability of campground and tour inventory).  

· All data managers will be Federal employees, or concessionaires/contractors/volunteers working under the supervision of Federal employees.  

Partner organizations will designate an Agency Data Manager who will authorize new Recreation Site Data Stewards for that agency, and determine which recreation sites the stewards will be authorized to maintain in the NRRS.
4. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?  In other words, the data is absolutely needed and has significant and demonstrable bearing on the system’s purpose as required by statute or by Executive order of the President.





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No
5. Sources of the data in the system.

5.1. What data is being collected from the customer?

"Customers" (refers to public users) provide their own individual data.  Customers who are part of a group may provide that information initially to a group representative, or to a contractor who will provide services to the group.  The NRRS does not allow anonymous reservations – a person or company must be accountable for and associated with each reservation.  However, only one person/company must provide their name; names of the other members of the group will not be recorded in the NRRS. 
Customer Data includes:  Names; addresses; phone numbers; credit card numbers, exp. dates and security codes; reservation location, date and time; reservation account username and password; user email; amount charged; check-in date/time/place. 
Customers browsing the site for trip planning will not need to provide any personally-identifying information.  Customers making a reservation must provide data about themselves in order to book a facility, but they are not required to create a permanent profile with personal preferences that will be stored in the system.

Customers who do not wish to provide personal financial data to NRRS will be able to pay by money order, travelers check, or future digital cash technology.  Cash payments may be accepted at field stations from customers in person. 

Employee, Other (park attendant):  Name, username and password, place of work

Both customers and data stewards will provide information in response to customer satisfaction surveys.  The responses to these surveys will be anonymous.
5.2. What USDA agencies are providing data for use in the system?

Forest Service: Recreation Information Database (RIDB)
5.3. What state and local agencies are providing data for use in the system?

None
5.4. From what other third party sources is data being collected?

The Fifth Third Bank connection provides for credit card validation and does not download data, as such, to the NRRS.  
6. Will data be collected from sources outside your agency?  For example, customers, USDA sources (i.e. NFC, RD, etc.) or Non-USDA sources.





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 7
6.1. How will the data collected from customers be verified for accuracy, relevance, timeliness, and completeness?

Customer provided credit card numbers are verified real-time as a reservation is being processed to ensure payments will be honored. Input to the fields is first validated by the NRRS software for textual form correctness, address validation and required entry completeness. During the payment phase the Credit Card Number is matched to the name, address, expiration date and security code to validate correctness. Incorrect entries are highlighted and returned via a web page to the customer for correction and resubmission.
6.2. How will the data collected from USDA sources be verified for accuracy, relevance, timeliness, and completeness?

NRRS data stewards enter data primarily about reservations inventory, as campsites/cabins/etc. are developed or closed for maintenance/safety reasons, or as tours are changed.  Information provided by park attendants and subsequent modifications to campsite information by them are not individually verified
6.3. How will the data collected from non-USDA sources be verified for accuracy, relevance, timeliness, and completeness?

Data about camp sites available for reservation is provided by multiple federal agencies: (trip planning and reservation inventory data):

· Corps of Engineers

· Forest Service

· National Park Service

· Bureau of Land Management

· Bureau of Reclamation

Via the RIDB (trip planning data only):

· Fish and Wildlife Service

· National Archives and Records Administration

· National Oceanographic and Atmospheric Administration

· Smithsonian Institution

· Federal Highway Administration

Tennessee Valley Authority
Data is verified by provider after initial data entry.  Modifications to campsite information by park attendants are done in an ongoing fashion to ensure completeness and currency. Input to the fields is first validated by the NRRS software for textual form correctness, address validation and required entry completeness. Validation of campsite information is the responsibility of the Reservation Agent, Park Ranger, campground host or source agency. 
The Agency Data Managers and Recreation Site Data Stewards (TPOC’s) use management reports to identify incomplete records.  
DATA USE

7. Individuals must be informed in writing of the principal purpose of the information being collected from them.  What is the principal purpose of the data being collected?

Creating and retrieving campsite reservations
8. Will the data be used for any other purpose?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 9
8.1. What are the other purposes?

     
     
     
9. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?  In other words, the data is absolutely needed and has significant and demonstrable bearing on the system’s purpose as required by statute or by Executive order of the President





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No

10. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected (i.e. aggregating farm loans by zip codes in which only one farm exists.)?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 11
10.1. Will the new data be placed in the individual’s record (customer or employee)?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No
10.2. Can the system make determinations about customers or employees that would not be possible without the new data?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No

10.3. How will the new data be verified for relevance and accuracy?

     
     
     
11. Individuals must be informed in writing of the routine uses of the information being collected from them.  What are the intended routine uses of the data being collected?

Creating and retrieving campsite reservations
12. Will the data be used for any other uses (routine or otherwise)?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 13
12.1. What are the other uses?

     
     
     
13. Automation of systems can lead to the consolidation of data – bringing data from multiple sources into one central location/system – and consolidation of administrative controls.  When administrative controls are consolidated, they should be evaluated so that all necessary privacy controls remain in place to the degree necessary to continue to control access to and use of the data.  Is data being consolidated?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 14
13.1. What controls are in place to protect the data and prevent unauthorized access?

Data is aggregated for management reports, but the individually-identifying information is not included. Aggregated demographic (but not individually-identifiable) information may also be compiled about those who “opted in” for marketing information.  The system has specific safeguards in place to prevent reports with sensitive personal information (e.g. credit card numbers are encrypted in the database for example).  System output via display, packaged or ad-hoc reports are unable to display credit card numbers even with direct access by a database administrator.  
14. Are processes being consolidated?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 15
14.1. What controls are in place to protect the data and prevent unauthorized access?

     
     
     
DATA RETENTION

15. Is the data periodically purged from the system?





 FORMCHECKBOX 
  Yes (partially)




 FORMCHECKBOX 
  No.  If NO, go to question 16
15.1. How long is the data retained whether it is on paper, electronically, in the system or in a backup?

Credit card information is stored encrypted, and is purged after one year.  Other data is retained.
15.2. What are the procedures for purging the data at the end of the retention period?

Automated daily process finds and purges credit card information.
15.3. Where are these procedures documented?

Reserve America Internal Policy RA-704, Data Retention and Disposal Policy.
16. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?

Data is not used for making determinations.
17. Is the data retained in the system the minimum necessary for the proper performance of a documented agency function?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No*
*Note:  Information is retained after reservation is fulfilled for the convenience of the user.
DATA SHARING

18. Will other agencies share data or have access to data in this system (i.e. international, federal, state, local, other, etc.)?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 19
18.1. How will the data be used by the other agency?

     
     
     
18.2. Who is responsible for assuring the other agency properly uses of the data?

     
     
     
19. Is the data transmitted to another agency or an independent site?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 20
19.1. Is there the appropriate agreement in place to document the interconnection and that the PII and/or Privacy Act data is appropriately protected?

     
     
     
20. Is the system operated in more than one site?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 21
20.1. How will consistent use of the system and data be maintained in all sites?

System is only used at one site at a time; either the Primary or Disaster Recovery site.  Sites are mirrored in near real time via VPN.
DATA ACCESS

21. Who will have access to the data in the system (i.e. users, managers, system administrators, developers, etc.)? 

All users, including ones without accounts, have access to selected data to view available recreation resources.  

Customer Service Agents, Customers who created a personalized user profile, Technical Points of Contact, System Administrator, Agency Data Managers, Recreation Site Data Stewards, developers, and technical support staff at the data center will have some level of data access.  Access is privileges-based and controlled by user category and login information.  Some of these individuals may be contractors or volunteers.

Credit card information is encrypted and unavailable at any access level.
     
22. How will user access to the data be determined? 

Access to data is privileges-based.  For non-logged in and logged in customers, privileges are set automatically by the application.  For privileged users, permissions are set at account creation based on group.  Roles and privileges are documented in Users Guide.
22.1. Are criteria, procedures, controls, and responsibilities regarding user access documented?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No
23. How will user access to the data be restricted? 

The application and RDBMS servers enforce appropriate levels of access to ensure "need-to-know" access only.

Customer Service Agents have access to data about customers who have processed a transaction or created a personalized user profile.  

Customers who created a personalized user profile have direct access to that data about themselves.  

Technical Points of Contact have access to reservation data related to their recreation site, so they can identify who is scheduled to use specific facilities or tours.
23.1. Are procedures in place to detect or deter browsing or unauthorized user access?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No

24. Does the system employ security controls to make information unusable to unauthorized individuals (i.e. encryption, strong authentication procedures, etc.)?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No
CUSTOMER PROTECTION

25. Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface (i.e. office, person, departmental position, etc.)?

James S. Bedwell

Director Recreation, Heritage and Volunteer Resources

Sidney R. Yates Federal Building 

201 14th Street, SW 

Washington, DC  20024 

202-205-1706

jbedwell@fs.fed.us
26. How can customers and employees contact the office or person responsible for protecting their privacy rights?

USDA FS FOIA-Privacy Office
George Vargas

1400 Independence Ave, SW 

Washington, DC  20024 
202-205-0444
gvargas@fs.fed.usda.gov

27. A “breach” refers to a situation where data and/or information assets are unduly exposed.  Is a breach notification policy in place for this system?





 FORMCHECKBOX 
  Yes.  If YES, go to question 28




 FORMCHECKBOX 
  No

27.1. If NO, please enter the POAM number with the estimated completion date:

     
     
     
28. Consider the following:

· Consolidation and linkage of files and systems

· Derivation of data

· Accelerated information processing and decision making

· Use of new technologies  

Is there a potential to deprive a customer of due process rights (fundamental rules of fairness)?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 29
28.1. Explain how this will be mitigated?

     
     
     
29. How will the system and its use ensure equitable treatment of customers?

All reservations are first-come, first served.  Anyone may reserve a campsite, either via this application or via toll-free telephone lines, including TDD support.
30. Is there any possibility of treating customers or employees differently based upon their individual or group characteristics?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 31
30.1. Explain

     
     
     
SYSTEM OF RECORD

31. Can the data be retrieved by a personal identifier?  In other words, does the system actually retrieve data by the name of an individual or by some other unique number, symbol, or identifying attribute of the individual?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, go to question 32
31.1. How will the data be retrieved?  In other words, what is the identifying attribute (i.e. employee number, social security number, etc.)?

Data is retrieved from the NRRS by web browser.  

Users with accounts may retrieve their own information for which they have privileges, which requires a personal identifier and password to log in.  

Public users without accounts may browse park/campsite information only (no PII).

Customer Service Agents of the NRRS (working for the NRRS contractor at the reservation centers) have rights to query the NRRS by individual name, to determine what reservations have been made in the past and for the future. (Credit Card numbers are encrypted after initial entry).

TPOC’s  can  retrieve shared data by name of individual, but cannot modify location-specific data for that individual without assigned permissions.  Shared data include individual’s names and addresses.  
Data will be aggregated for management reports, but the individually-identifying information will be stripped from data aggregated for management reports
     
32. Under which Systems of Record notice (SOR) does the system operate? Provide number, name and publication date. (SORs can be viewed at www.access.GPO.gov)
SOR is in process but not yet issued.
32.1. If the system is being modified, will the SOR require amendment or revision?

     
     
     
TECHNOLOGY

33. Is the system using technologies in ways not previously employed by the agency (e.g. Caller-ID)?





 FORMCHECKBOX 
  Yes




 FORMCHECKBOX 
  No.  If NO, the questionnaire is complete.

33.1. How does the use of this technology affect customer privacy?

     
     
     
Upon completion of this Privacy Impact Assessment for this system, the answer to 

OMB A-11, Planning, Budgeting, Acquisition and Management of Capital Assets, 

Part 7, Section E, Question 8c is:

1. Yes.

PLEASE SUBMIT A COPY TO 

THE OFFICE OF THE ASSOCIATE CHIEF INFORMATION OFFICE/CYBER SECURITY 
Privacy Impact Assessment Authorization

Memorandum
I have carefully assessed the Privacy Impact Assessment for the National Recreation Reservation System (NRRS). 
This document has been completed in accordance with the requirements of the EGovernment Act of 2002.

We fully accept the changes as needed improvements and authorize initiation of work to proceed. Based on our authority and judgment, the continued operation of this system is authorized.  System Owner Initials _______
___________________________________________________      __________________

System Owner
 






Date

James S. Bedwell
Director Recreation, Heritage and Volunteer Resources

___________________________________________________      __________________

Designated Privacy Person





Date
Cassie M. Rice







FS CIO INFOSEC Privacy Specialist 
___________________________________________________      __________________

Chief Information Officer





Date

E. Vaughn Stokes                

US Forest Service      
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� Comments of Latanya Sweeney, Ph.D., Director, Laboratory for International Data Privacy Assistant Professor of Computer Science and of Public Policy Carnegie Mellon University To the Department of Health and Human Services On "Standards of Privacy of Individually Identifiable Health Information". 26 April 2002.





Sensitive Security Information – Disseminate on a Need-To-Know Basis Only
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