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eAuthentication Tips and Support

This document is intended for existing WBSCM users with eAuth credentials who have not

converted to the Login.gov account.

eAuth IDs created after June 26, 2020, require a unique email address as the User ID. eAuth IDs

created before that date remain unchanged, even if they were set up with non-unique email
addresses.

This job aid includes information on the following topics:

e About eAuthentication
e eAuth ID and WBSCM Accounts
e eAuth User ID and Password Recovery

e eAuth ID Maintenance

e Online Identity Verification Process

e eAuth Help Resources
e Related WBSCM Help Resources

(1) About eAuthentication

a.

eAuth is a USDA system used to manage identity and login credentials for a variety of
Department applications, including WBSCM. The same eAuth ID may be used to access different
systems.

eAuth IDs are set up for individuals not organizations. When setting up a new eAuth ID, users are
prompted to provide their own name and email address.

A user may create more than one eAuth ID as long as a unique email address is used for each. The
uniqgue email address becomes the eAuth User ID.

If the email address associated with a new eAuth account is updated, the User ID will also change.
For legacy eAuth IDs, if the email address is not unique, the user will see the following Email is
Not Unique warning prompt each time they log in, informing them of the option to enter a
unique Account Management Email (AME). This email is used for password resets and similar
activities. The warning will no longer appear after an AME is entered.

Email is Not Unique

This account shares an email address with one or more other eAuth accounts. To provide enhanced security for this account we recommend you complete one of the following:
1. Change your email address in the Login Information section to a new email address that is not currently being used by this account or another account in the system and only you have access to.

2. Add a new email (not used by other accounts) as the Account Management Email. If you need to keep your shared Login Information email for business or application reasons.

Note: When an Account Management Email is added to your account it will be used in place of your primary email when updating account information.

Back to Top
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(2) eAuth ID and WBSCM Accounts

a. Inorder to establish the link between eAuth and WBSCM, the last name and email must match
exactly, including any spaces and punctuation. When setting up a new eAuth ID, refer to the
WBSCM registration email to see how the last name and email were entered in the WBSCM
profile; if this is incorrect, the user should contact the user administrator for their organization to
update the WBSCM profile before proceeding.

b. During the registration process, users must also accept the WBSCM Rules of Behavior to
successfully link the eAuth ID to their WBSCM account. If the user does not accept, the WBSCM
account gets locked. To regain access, users should contact their user administrator.

c. Users can have more than one WBSCM account if they support different organizations. Multiple
WBSCM accounts can be linked to the same eAuth ID. During WBSCM login, the user can select
which account they would like to access.

d. If the desired WBSCM account does not appear on the selection screen, it may be locked OR the
email address and/or last name do not match between the eAuth ID and the WBSCM accounts.
To update the WBSCM account, users should request assistance from their user administrator.

e. For more information on how to link multiple WBSCM accounts to a single eAuth ID, refer to the
Multiple WBSCM Account Registration job aid.

Back to Top

(3) eAuth User ID and Password Recovery
a. Self-service tools are accessible from the eAuth login dialog and on the eAuth Help webpage.

b. To recover forgotten eAuth User ID(s), click (the Forgot User ID link) next to User ID.
The user must know the First Name, Last Name, and Email associated with the eAuth account,

and they must also have access to that email account.
c. After providing the requested information, users will receive their User ID(s) at the email address
associated with the eAuth ID.

d. To reset a forgotten Password, click EMEEE=ENE (the Forgot Password link) and select the
desired reset method.

HOME CREATE ACCOUNT MANAGE ACCOUNT v HELP v
Forgot Password @

() Iwant to reset my password with my email

1 want to use my PIV/CAC Card (for federal employees and contractors)

e. Customers and USDA Employees/Contractors who forget their password may use the email reset

option to recover their password. The user must know and have access to the email account
associated with the eAuth ID; they will receive further instructions by email.
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f. After clicking the Reset Password link in the email, users may be prompted to select the eAuth
account by User ID or by First and Last Name, if there is more than one legacy eAuth ID using the
same email address. If the email is associated with multiple eAuth IDs, the user must also know
either the User ID or the First and Last Name.

HOME CREATE ACCOUNT MAMAGE ACCOUNT ~ HELP +
Forgot Password
The email you provided is associated with multiple accounts. To identity a specific account and reset the password, please enter either
your user |D or first and last name.
Please select a method to identify a specific account
(:,:' User 1D
(:,:' First and Last Mame

g. USDA Employees/Contractors may also use their LincPass card to reset their forgotten password.
After entering the PIN and successfully authenticating, the user is taken to their eAuth account
profile to enter a new password for the account.

h. Inthe event a user does not know the User ID and cannot use the recovery methods above, they
should request assistance from their User Admin, if:

- The user cannot access email associated with the account, or
- The email address is associated with more than one account, and
1. The user cannot recall the User ID
2. The user cannot recall the First/Last Name
Back to Top

(4) eAuth ID Maintenance

a.

Inactive eAuth IDs will be disabled after 400 days of inactivity. Users will not be notified by the
eAuth system when this occurs. Users should log in to WBSCM at least once per calendar year for
each user profile to stay active. If the user has forgotten their User ID and/or Password, they may
use the self-service recovery tools described in eAuth User ID and Password Recovery.
Passwords, including those for legacy eAuth IDs, do not expire.

Users may change their password at any time using (the Manage Account
dropdown) on the eAuth banner. The user must know their current password to use this tool.
After logging in, legacy users may be prompted to update other eAuth profile information. These
requests are not phishing attempts.

Users can update profile information for their eAuth ID. On the eAuth Home webpage, select

Update Account (the Update Account link) from the (the Manage Account
dropdown). If not already logged in, users will be prompted to do so.
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f. After making any changes to the eAuth profile or password, users should log out and close the
browser. Then, log in to WBSCM to confirm access is still valid.

Back to Top

(5) Online Identity Verification Process

a. The Online Identity Verification process is a new feature that allows users to verify their identity
online to enable access to restricted applications (known as “Level 2” prior to June 26, 2020). For
some users, this may eliminate the need to visit a Local Registration Authority (LRA) location.

b. USAID Internal users must complete Identity Verification to use WBSCM. Log in to the eAuth
Update Account page, select Verify My Identity, accept the terms of service, and provide the
required information.

c. Ifitisrequired for their role, after logging in to WBSCM, users can conveniently complete the
Online Identify Verification process online. The eAuth F.A.Q. contains additional information.

d. Alternatively, users may complete the identity verification process at a USDA Service
Center/Local Registration Authority (LRA) location.

e. To complete the process online, the Terms of Service must be accepted. Choosing not to accept
the Terms of Service and exiting will opt the user out of the online verification process.

f. After accepting the Terms of Service, the system prompts the user to complete the account
profile form. Date of Birth and Social Security Number are required; the verification process will
search for a matching identity through Experian. Then, the user must answer five questions.
Afterwards, they will receive an email to confirm successful completion of identity verification.

g. Reasons for unsuccessful Online Identity Verification include insufficient data to generate the
identity verification questions, incorrect answers by the user, or too many attempts.

Back to Top

(6) eAuth Help Resources
a. eAuth Home Page: https://www.eauth.usda.gov/home

b. eAuth Contact Us: https://www.eauth.usda.gov/eauth/b/usda/contactus
c. eAuth F.A.Q.: https://www.eauth.usda.gov/eauth/b/usda/faq

Back to Top

(7) Related WBSCM Help Resources available from the USDA WBSCM website
a. WBSCM New User Registration job aid

b. Multiple WBSCM Account Registration job aid
c¢. WBSCM New User Registration video

Back to Top

September 12, 2023 ©OWBSCM Training — Proprietary Page 4 of 4


https://portal.wbscm.usda.gov/
https://www.eauth.usda.gov/eauth/b/usda/updateaccount
https://www.eauth.usda.gov/eauth/b/usda/updateaccount
https://www.eauth.usda.gov/eauth/b/usda/faq
https://offices.sc.egov.usda.gov/locator/app?type=lra
https://offices.sc.egov.usda.gov/locator/app?type=lra
https://www.experian.com/
https://www.eauth.usda.gov/home
https://www.eauth.usda.gov/eauth/b/usda/contactus
https://www.eauth.usda.gov/eauth/b/usda/faq
https://www.usda.gov/wbscm




Accessibility Report





		Filename: 

		eAuthentication Tips and Support.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found problems which may prevent the document from being fully accessible.





		Needs manual check: 3



		Passed manually: 0



		Failed manually: 0



		Skipped: 1



		Passed: 27



		Failed: 1







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Failed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Needs manual check		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

